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Abstract

In this PhD. research it is proposed to analyze, design
and evaluate a dynamically reconfigurable hardware archi-
tecture for elliptic curve cryptography (ECC). Such archi-
tecture is a proposal to solve the interoperability problemin
ECC. Different to work reported in the literature, in which
the ECC architecture needs to be reconfigured off line to
support different security levels, the proposed architecture
aims to make possible mobile devices can adapt to differ-
ent security levels at runtime.

1. Motivation

Security and interoperability are two intrinsic require-
ments for mobile communications systems. An example
of such systems are the Ad-Hoc networks, which are au-
tonomous system of mobile routers connected by wireless
links that form the network at the time they enter in their
transmission range. This new paradigm of wireless com-
munication imposes new challenges for network security.
Current research is focusing on protocols for key establish-
ment, confidentiality and authentication [2]. ECC is con-
sidered the most efficient public key technology to provide
all these security services but at this moment, a state of the
art implementation of ECC is unsuitable for such applica-
tion because of the following points:

1. The tendency of future mobile systems is an integra-
tion of heterogeneous systems, so interoperability is
necessary. ECC at this moment presents problems of
interoperability [8], like the management of different
elliptic curves, arithmetic in different finite fields and
few standardized ECC algorithms.

2. The ECC solution must meet the security requirements
of authentication and confidentiality and at the same
time, it must be interoperable, to meet the constrains

of mobile devices and to achieve the throughput ex-
pected for future communications (200 Mbps).

3. Since ECC can be implemented in different ways, dif-
ferent performances and area requirements may result.
So, an efficient ECC implementation must be estab-
lished for mobile applications.

Although there have been reported security hardware so-
lutions based on ECC, only a few of them attempt to solve
the interoperability problem by providing a generic archi-
tecture to manage some of the ECC parameters like the
order of the finite field. Some of these solutions require
higher area which makes them unsuitable for constrained
devices. A careful study of which are the best choices to
meet throughput and area requirements for mobile applica-
tions is not known, making it difficult to provide an efficient
interoperable ECC security solution for future mobile com-
munications.

2. Previous work

Reported works are concerned with hardware architec-
tures for fast scalar multiplication computation, which isthe
most time consuming in the cryptographic schemes based
on ECC. Table 2 summarizes some of the approaches taken
in some architectures reported in the literature:

Ref. m kP method Coordinates Basis Multiplier Timing
[5] 163 D&A NAF López-Dahab Polynomial D-S(41) 0.26
[1] 113 Montgomery López-Dahab ONB Bit-serial (2) 0.27

[3] K-163 Montgomery López-Dahab Polynomial D-S 0.14

[4] – New 3 bits at a time Projective Polynomial – –

Table 1. Approaches taken in ECC hardware
implementations in GF(2m)



3. Questions research

This project aims to answer the following research ques-
tions:

1. Is it possible to have an interoperable hardware archi-
tecture based on elliptic curve cryptography that can
be integrated to mobile devices?

2. Is it possible that such architecture achieves a 200
Mbps throughput and at the same time addresses dif-
ferent security levels?

3. Is it possible to have a high performance ECC hard-
ware architecture that reconfigures dynamically?

4. Methodology

In order to achieve the goal of this research project, it is
proposed the following methodology:

• Based on the reported work, to analyze the relation
area/performance of ECC implementations. Complex-
ities in area and time of reported work must be ana-
lyzed in order to select those algorithm combinations
that are not suited for mobile applications.

• Classify the best algorithm combination (scalar mul-
tiplication algorithm, coordinates, finite field al-
gorithms, implementation approaches) in order to
select the best combinations suited for mobile de-
vices.

• Based on the selected algorithm combination, to de-
sign the reconfigurable architecture that manage all
the NIST recommended curves and support both finite
fields. That is, an architecture that adapts to several se-
curity levels and also meets the constrains of the mo-
bile devices. This implies the following task:

[a] To design the architecture of the arithmetic
modules, which must perform well for different finite
field orders. Parallelism at algorithm and architecture
will be applied as well as pipelining techniques in or-
der to optimize the processing time.

[b] The design of the architecture will be
performed according to digital design methodolo-
gies, using high level hardware description lan-
guages (VHDL, Handel-C) and simulation software
tools (Active-HDL, ModelSim).

[c]To design the reconfiguration for the archi-
tecture based on reported methodologies. Partial de-
signs will be tested on FPGA prototyping boards, like
the RC200.

• Finally, to optimiz the architecture for an specific se-
curity level.

5. Preliminar results

At this moment, hardware arithmetic modules for differ-
ent elliptic curves are being simulated, finite fields, and par-
allelism level. This is in order to find an area/performance
trade off.

An ECC hardware architecture has been developed
that can be used for testing arithmetic modules in or-
der to evaluate the area/performance of selected algorithm-
combination. The architecture is written in VHDL and sim-
ulated in Active-HDL. The architecture is organized in
a modular way that allows the fast substitution of com-
ponents for evaluation. Also, the source code available
in [6] has been modified for hardware results verifica-
tion.

The ECC system is defined on the binary fieldGF (2m)
in polynomial basis and affine coordinates. The architecture
is basically composed of two modules for dedicated point
addition and doubling that internally incorporates modules
for field arithmetic operation like multiplication, inversion,
and squaring. These main modules are commanded by a
finite state machine that implements theAdd and Double
method to compute the scalar multiplication. The arithmetic
modules that have been considered until now are the the se-
rial and digit-serial multipliers [5], the division algorithm
[7] and the combinatorial squarer [5].
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